PykoBopacTBO No ayTeHTUGMKAL MU M YyrIPaB/IEHUIO ABYX3TanHoOMN
ayTeHTUdunkKaumnen (2FA)

1. Kak HauaTb ayTeHTUPUKauunio

YT106bI HauaTb ayTeHTUdMKaLmto B maib business, HaxkmuTe KHonKy «BonTtn ¢ maib id».

Ho6po noxanoeaTb B Zmaib business

BoiAtu C maib -

L.

W
2. AyteHTndumnkaumsa c nomoulbto eSignature / MoldSign (pekoMeHayeTcA) O.

OT0 0AMH N3 caMbix 6e3onacHbIX U yaobHbIXx cnocoboB ayTeHTMdKMKaLMKW 414 NoNnb3oBaTenen Beb-
BEpcCUMn.

Heob6xopgunmbie ycnosus:
e yBac ecTtb USB-HocuTtens MoldSign;
e USB-Hocutenb nogknto4éH K MK nnu Hoytbyky;
e npunoxeHne MoldSign Desktop 3anyLLeHO 1 aKTUBHO (3e/1E€HbIU 3HA4YO0K);

e Bbl 3HaeTe n KoppekTHO BBoauTe PIN-Kog cepTudumkara.

Zmaib id

Autentificare eSignature

3. AyteHTUPMKaLMA ¢ NTOMOLLLIO MO6UNbHOM Noanucu (pekoMeHayeTcA)

[Mpw BbIGOpE 3TOro cnocoba Bbl NOMyUnTE YBEAOMNEHUE Ha TenedoH, KoTopoe Heobxoanmo
noaTeepamTh ¢ noMoLbio PIN-koga MobunbHOM nognuncu.

Heo6xopanmMbie npoBepKu:
e HOMep TenedoHa ykasaH KOPPEKTHO;
e SIM-kapTa aKTMBHA;

e Bbl 3HaeTe PIN-koa MobBUnbHOM nognucu.



Semnatura Mobila

Am trimis o solicitare de confirmare a autentificarii pe
telefonul dumneavoastra mobil.

Cerere expediatd la numarul 069709

Cererea nu a fost primitd? Solicitd din nou (58)

4. AyteHTUPMKauma c nomow,bio OTP no e-mail
OTO0 BpEMEHHbIN BapuaHT ANnd ABYXaTanHoW ayTeHTudukaymm.
Kak ato pa6oTaert:
e BBeaute OTP-kog, NONyYeHHbIV Ha afpec 3NeKTPOHHOM NOYTbl, yKa3aHHbIM B BalleM npodune.
MpoeepbTe:
e YTO apec 3NeKTPOHHOM NOYTbl yKa3aH KOPPEKTHO;
e YTOyBac ecTb AOCTYN K 3TOMY NOYTOBOMY ALLMKY;

e 4TO NMCbMO He nonano B nanky Spam/Junk.

Confirmare prin Email

Introduceti codul OTP pentru a confirma. Codul OTP a
fost trimis la casuta dvs. postala.

a@maib.md

nfirmare? Solicitd din nou (59,

5. Kak no6aButb nnu ynpasnatb Metogamu 2FA nocne ayreHTUdUKauuun

Mocne Bxoaa B NpUNoXeHWe OTKPoKTe Npodub NONb30BaTeNA B NPaBOM BEPXHEM YTy, PAAOM C
o6nacTbto, rae MoOXXHO U3MEHUTb A3bIK MHTepdelica.

Bbib6epuTte onuuio «<HacTponkm akkayHTa».

Ha oTKpblBLLENCA CTPaHMLE NepenanTe B pasaen «[ByxatanHasa ayTeHTUdumnkaumsa», roe Bbl MoXeTe:
e no6aBuUTb HOBbIN MeToA ayTeHTUdUKaunm 2FA;
e aKTMBWpPOBAaTb UM AeaKTUBUPOBATb JOCTYMHbIE METOAbI;
e YyNpaBnATb y>ke HAaCTPOEHHbIMW OMUMAMMN.

o gestiona optiunile deja setate.



Aflati mai multe despre riscuri

Aplicatie de aute

Numdr de telefon (OTP)

Semnatura mobila

Cod prin e-mail

Metoda implicita curenta:

. 00 O
Companiile mele = -
Profil
Setari cont utilizator
Setari cont =
G Deconectare
2.
P o s
Zmaib id Q, 1314 & Ro
Setari Securitate
Setari si recomandari pentru a va ajuta sa va mentineti contul in siguranta
Identitate
Autentificare Tn doi pasi >
Securitate ’
o
Schimba parola >
Passkey >
“@maibid Q M 8 Ro
Setari « Autentificare cu doi factori
impiedicati accesul neautorizat la contul dumneavoastra printr-un nivel suplimentar de securitate.
Identitate
Autentificarea cu doi factori nu poate fi dezactivata
Securliate Conform hotararil ale Bancii Nationale a Moldovel (BNM) (vezi hotararea).
\ Cel putin o metoda 2FA activa este obligatorie.




. BaxHo:
Bcerga nposepsanTe, uto BoibpaHHbIn MeToa 2FA akTnBeH.

Ecnun meTtopn 2FA He yoaétca nob6aBunTb, peKOMeHAYEM NPOBEPUTD:
e KOHTaKTHble AaHHble B Npodune;
e  [OCTYN K COOTBETCTBYHOLLLEMY METOAY;

e aKTMBHa TN 3N1EeKTPOHHaA noaAnmncb Nnum MobunbHaA NoANUCH U KOPPEKTHO /11 OHa pa60TaeT.

6. YacTtbie npo6neMbl M None3Hbie MPOBEpPKN
Ecnu Bbl He nonyuaeTe yBeaoMneHne Ha TenedoH
e pOBepbTe, NPaBU/IbHO NN YyKa3aH HoMep TenedoHa;
e [pOBEpPbTE, ECTb /I CUTHAS CETH;
e MpoBepbTe, akKTUBHA N1 MOOUbHAA NOAMUCD.
Ecnn USB-Hocutenb MoldSign He pa6oTaeTt
e npoBepbTe, Nnoaknto4éH nn USB-HocuTens;
e npoBepbTe, aKTUBHO N NpunoxeHmne MoldSign Desktop (3e/1€HbIl 3HAYOK);
e rpoBepbTe, NpaBunbHO 1K Bbl BBOAUTE PIN-Kkog,.
Ecnu Bbl He nonyuaeTte OTP-kog no e-mail
e poBepbTe, NPaBU/IbHO N YKa3aH afgpec 3N1eKTPOHHOW NoYThl;
e npoBepbTe Nanku Spam/Junk;

(] npoBepbTE, ECTb /IMY BAC AO0CTYN K MOYTOBOMY ALLIUKY, YKa3aHHOMY B npod)mne.

1 Incepénd cu luna iulie vor fi disponibile si metode suplimentare de autentificare, precum:

= passkey
» aplicatii de autentificare, precum este Google Authenticator.

7.Mone3Haa uHoopmauumA

[na nonyveHma gononHUTENbHOM MHGopMaummn 06 ansTepHaTUBHbIX cnocobax ayTeHTudunkaumm B
maib business, nepengnte no ccolnke:
https://www.maib.md/ru/persoane-juridice/noutati/activati-din-timp-o-metoda-alternativa-de-
autentificare-in-maib-business

[Ona nonyyeHns nndopmaumm 06 06HOBMEHUN AAHHbIX UL, UMEIOLLIMX NPaBO A0CTYNa K A4aHHbIM
KoMnaHuu B maib business, nepenagnte no ccoinke:
https://www.maib.md/ru/actualizati-datele-angajatilor-cu-acces-la-internet-banking

! MHMLI,I/IMpOBaTb 3anpoc Ha o6HOBNEeHUe faHHbIX MOXKET A,CI,MMHMCTpaTOp KoMnaHuun.
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